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The information in this presentation is taken from the thesis “"Software reverse engineering education”
available at http://scholarworks.sjsu.edu/etd theses/3734/ where all citations can be found.



http://scholarworks.sjsu.edu/etd_theses/3734/

Applying Anti-Reversing Techniques to Java Bytecode
Introduction and Motivation for Anti-Reversing

o If Java bytecode is not protected through obfuscation it's straightforward for a
reverser to decompile the bytecode, make changes, and recompile.

o If our software sells for money, then it's natural to offer a trial version.

o Trial versions employ guards to ultimately earn your business:
Time-bomb: stops working after n days.
Usage limit: stops working after n minutes or n operations.
Crippleware: Critical functionality is disabled (e.g, can’t save you work).

o This is hard to get right without annoying a potential customer.



Applying Anti-Reversing Techniques to Java Bytecode
Introduction and Motivation for Anti-Reversing

o Applying anti-reversing techniques to Java bytecode (or binaries in general)
can prevent a reverser from:

Removing trialware guards in software (types on previous slide).

Recovering algorithms that make the software valuable.

o While anti-reversing techniques cannot completely prevent software from being
reversed, they act as a deterrent by increasing the challenge for the reverser.

o [5] states "It is never possible to entirely prevent reversing” and "What is
possible is to hinder and obstruct reversers by wearing them out and making
the process so slow and painful that they give up.”


http://www.wiley.com/WileyCDA/WileyTitle/productCd-0764574817.html

Applying Anti-Reversing Techniques to Java Bytecode
Introduction and Motivation for Anti-Reversing

o Apply anti-reversing techniques to source code, machine code, or bytecode can
have adverse effects on a program's size, efficiency, and maintainability.

Therefore, it's important to evaluate whether a particular program warrants
the cost of protecting it.

o Anti-reversing techniques are meant to be applied post-production, after the
coding for an application is complete and tested.

These techniques obscure data and logic and therefore are difficult to
implement while also working on the functionality of the application.

o Even worse than the general confusion of interleaving anti-reversing techniques
with regular coding is the possibility of creating a dependency between the
actual application logic and the anti-reversing techniques used.



Applying Anti-Reversing Techniques to Java Bytecode
Basic Anti-Reversing Techniques

o Eliminating Symbolic Information: Render unrecognizable, all symbolic
information in machine code or bytecode because such information can be

quite useful to a reverse engineer.

o Obfuscating the Program: Includes removing symbolic information but goes
much further. Care must be taken with the following techniques to ensure that
the original program functionality remains intact.

Modify the layout of a program (move things around).
Introducing confusing non-essential logic or control flow.
Storing data in difficult to interpret organizations or formats.

o Obfuscate data structures, encrypt strings etc..



Applying Anti-Reversing Techniques to Java Bytecode
Basic Anti-Reversing Techniques

o Embedding Antidebugger Code: Live analysis is how most reversers accomplish
their objective. Therefore it is common for developers to implement guards
against binary debuggers.

Live analysis of machine code is accomplished using an interactive
debugger-disassembler where you attach to a running programming and
step instructions to observe the program at points of interest.

Static analysis of machine code is usually carried out using a disassembler
and heuristic algorithms that attempt to understand the structure of the
program.

Interactive debugging of Java bytecode can be accomplished using
debugger interfaces implemented by the JVM per the Java Platform
Debugger Architecture (JPDA).



http://docs.oracle.com/javase/7/docs/technotes/guides/jpda/architecture.html#interfaces
http://docs.oracle.com/javase/7/docs/technotes/guides/jpda/index.html
http://docs.oracle.com/javase/7/docs/technotes/guides/jpda/index.html

Applying Anti-Reversing Techniques to Java Bytecode
Java Bytecode Anti-Reversing Considerations

o While it is most often the case that we cannot recover the original Java source
code from the bytecode, the results will be functionally equivalent.

o When new features are added to the Java language, new bytecode instructions
are not always added or needed. For example:

Support for generics in collections is implemented by carrying additional
information (in the constants pool of the class) that describes the type of
object a collection should contain.

o This information can then be used at execution time by the JVM to
validate the type of each object in the collection.



Applying Anti-Reversing Techniques to Java Bytecode
Java Bytecode Anti-Reversing Considerations

o The strategy of having newer Java language constructs result in compatible
bytecode with optionally-utilized metadata provides the benefit of allowing
legacy Java bytecode to run on newer JVMs.

If a decompiler doesn't know to look for the metadata, some information is
lost. For example:

o The fact that a program used generics would not be recovered and all
collections would be of type Object (with cast statements of course).



Applying Anti-Reversing Techniques to Java Bytecode
Java Bytecode Anti-Reversing Tools

>

sandmark340.zip

>

retroguard-vZ31.zip

>

proguard>.2.zip

o Since Java bytecode is standardized there are many obfuscation tools available
on the Internet which perform transformations directly on the Java bytecode
instead of on the Java source code itself.

SandMark: A Tool for the Study of Software Protection Algorithms [27]
RetroGuard for Java Obfuscation [28] (defunct, CLI only)

ProGuard [29]

Zelix Klassmaster [26] (not free)

Extensive list of related or alternative tools



http://sandmark.cs.arizona.edu/index.html
http://proguard.sourceforge.net/
http://www.zelix.com/klassmaster/
http://proguard.sourceforge.net/alternatives.html
https://reverseit.xyz/wp-content/uploads/2025/01/SandMark340.zip
https://reverseit.xyz/wp-content/uploads/2025/01/retroguard-v2.3.1.zip
https://reverseit.xyz/wp-content/uploads/2025/01/proguard5.2.zip

Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

o Variable, class, and method names, are all left intact when compiling Java
source code to Java bytecode.

o Oracle’s Java compiler javac provides an option to leave out debugging

information in Java bytecode: specifying javac -g:none will exclude information
on line numbers, the source file name, and local variables.

This option offers little to no help in fending off a reverser as none of the
remaining variable names, methods names, and constants are obfuscated.

o [26] states that a high-level of protection can be achieved for Java bytecode by

applying three transformations: Name Obfuscation, String Encryption, and Flow
Obfuscation.

There does not appear to be a free anti-reversing tool that can perform all
three of these transformations to Java bytecode.
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Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

1import java.util.Arraylist;

my
L

3public class ChecklLimitation {
private static int MAX PASS5WORDS = 5;
private ArraylList=String= passwords;
public CheckLimitation() {

passwords = new ArraylList<String=(});

L) [ =

00 =l

}.
public boolean addPassword(5tring password)
if (passwords.size() == MAX PAS55WORDS) |
System.out.println{"[Error] The maximum number of passwords has been ex
return false;

passwords .add(password) ;
System.out.println("[Info] password (" + password +
return true;

1

i)

1
J

public static void main(5tring[] arguments) {
ChecklLimitation store = new ChecklLimitation();
boolean loop = true;
for (int 1 = 8; i = arguments.length && loop; i++) {
if (!store.addPassword(arguments[i])) {
loop = false;
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Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

File Classpath Browse Window Help

ERPIEE <X I )

Bl N\cipressosjsu\CS266\jar\CheckLimitationjar!CheckLimitation.class
# General Information Generic info:
- || Constant Pool Attribute name index: co_info #29
# Interfaces Attribute length: 145
Fields
- @ [0] MAX_PASSWORDS Spedific info:

-1 [ passwords Bytecode | Exception table | Misc
‘.4 [0] Signature
Methods 1 0 aload 0
: - 2 1 getfield #4 <Checklimitation.passwordss
[0] <init> #d
[1] addPassword 2 4 invokewvirtual #5 <java/util/irraylist.size>
N (0] Code 4 7 getstatiec #6 <Checklimitation.MiX PASSWORDIS-
# [0] LineNumberTable 510 if iemplt 23 (+13)
[ # [1] LocalvariableTable & 13 getstatie #7 <java/lang/System.out>
§ —7 # [2] StackMapTable 7 16 1lde #8 <[Error] The naximum mamber of passwords has been exceeded!>
= . [2] main 2 18 invokevirtual #9 <java/ic/Printitream.printlns
imitation. e 2 21 i t o
CheckLimitation.jar | [0] Code iconst_|

=
[=1

22 dreturn

23 aload 0

24 getfield #4 <Checklinitation.passwords>

27 aload 1

28 invokevirtual m <jawasutil fhrrayList, add-

31 pop

32 getstatic #7 <java/lang/Systen.out>

35 new #11 <javaslang/StringBuilders>

38 dup

39 invokespecial #12 <java/lang/itringBuilder.<init>>
4z lde #13 <[Info] password (>

44 invokevirtual #14 <java/lang/StringBuilder. appends
47 aload 1

45 invokevirtual $#14 <java/lang/StringBuilder. appends
51 lde #15 <) added successfully.>

53 invokevirtual #14 <java/lang/StringBuilder. appends
56 invokevirtual #16 <java/lang/StringBuilder. tostring
590 invokevirtual E <javasio/Printitream. printlne-

62 iconst 1

63 ireturn

# [0] LineMumberTable
# [1] LocalvariableTable
# [2] StackMapTable
- ) [3] «<dinit>

|| Attributes

L [0] SourceFile

[
W e

[
oot

b

Jclasslib_wingd 4_3_1.zip

I T T B o T o T T B VT I T
[T - SO N U T S = T . |

Used instructions: |aload_0 Show Description Copy to dipboard

12



https://reverseit.xyz/wp-content/uploads/2025/01/jclasslib_win64_4_3_1.zip
https://reverseit.xyz/wp-content/uploads/2025/01/CheckLimitation.zip

Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

File Classpath Browse Window Help

ERPIREl Sl I )

Bl N\cipressosjsu\CS266\jar\CheckLimitationjar!CheckLimitation.class

# General Information
H-- |, Constant Pool
# Interfaces
Fields
- # [0] MAX_PASSWORDS
[1] passwords
# [0] Signature
. Methods
. [0] <init>
. [1] addPazsword
, [0] Code
# [0] LineMumberTable
# [1] LocalVariableTable
# [2] StackMapTable
. [2] main
W (0] Code
# [0] LineMumberTable
# [1] LocalVariableTable
# [2] StackMapTable
- ) [3] =dinit>
- | Attributes
L [0] SourceFile

- Generic info:
Attribute name index: co_info £33
Attribute length: 153

~Spedific info:

Bytecode | Exception table | Misc

0 new #17 <CheckLimitatioms
3 dup

4 invokespecial #18 <Checklinitation.<init>>
7 astore 1

S iconst 1

S istore 2

10 iconst 0

11 istore 3

12 iload 3

13 aleoad 0

14 arraylength

15 if icmpge 40 (+25)

15 iload 2

19 ifeq 40 {+21)

22 aload 1

23 aload 0

24 iload 3

25 aaload

26 invokevirtual $#19 <Checklinitation.addPassword-
29 ifne 34 (+5)

32 iconst 0

33 istore 2

34 iine 3 by 1

37 yoto 12 (-25)

40 return

W -1 T fn et R

R e o o T
T R T O Py K I iy

Used instructions: | aaload Show Description

Copy to dipboard
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Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

Bytecode viewer = B
File Classpath Browse Window Help

ERPIREl S I )

71 Ni\cipressosjsu\CS266\jar\CheckLimitation.jar!CheckLimitation.class = [ s
----- # General Information
(- |, Constant Pool

----- # Interfaces

~Generic info:

Attribute name index: oo info £29
Attribute length: 153

Specific info:

¥

+ @ | docs.oracle.com/javase/specs/jvms/se7/html/jvms-6.html#jyms-6.5.aaload

outfield aaload

putstatic
ret Operation

refurn Load reference from array

zaload
- Format

H- 1 [3] «<dinit= sastore

B Attributes sipush
L 4 [0] SourceFil

— Forms

tableswitch
. gaload = 50 (0x32)
wide

Operand Stack

..., arrayref, index —
.., value

Description

The arrayref must be of type reference and must refer to an array
whose components are of type reference. The index must be of
type int. Both arrayref and index are popped from the operand
stack. The reference value in the component of the array at index
is retrieved and pushed onto the operand stack.
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Applying Anti-Reversing Techniques to Java Bytecode

Eliminating Symbolic Information

Input/Output
Shrinking
Obfuscation
Optimization

Information

b

proguard5.2.zip

Qs

Pﬁﬁ?

Davalogze oy =ric

Welcome to ProGuard, version 5.2

ProGuard is a free class file shrinker, optimizer, obfuscator, and preverifier.

With this GUI, you can create, load, modify, and save ProGuard configurations.

1L o)

-

Y4

u.a

sforiyea

You can then process your code right away, or you can run ProGuard from the command line using your

saved configuration.
With the ReTrace part of this GUI you can de-obfuscate your stack traces.
ProGuard and ReTrace are written and maintained by Eric Lafortune.

Official site at Sourceforge: hitp:Vproguard.sourceforge.netf
Professional support by GuardSquare: hitpJ/iwww.guardsguare. comy

Distributed under the GMU General Public License.
Copyright @ 2002-2015.

Load configuration...

H Next ‘
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https://reverseit.xyz/wp-content/uploads/2025/01/proguard5.2.zip

Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

- Program jars, aars, wars, ears, Zips, apks, and directories

N:\cipressosjsu\C S266\jarCheckLimitation.jar Add input...

Input/Qutput N:\cipressosjsu\C 5 266jariCheckLimitationObfuscated1.jar —
output...

ProGuard

Shrinki
P Edit...

Obfuscation Filter...

Optimization Remaove

Move up

Information
Move down

Process
Move to libraries

ReTrace

Library jars, aars, wars, ears, zips, apks, and directories
C:\Program Files\JavaljreT\ibirt.jar Add...
Edit...

Filter...

Remove

Move up

Mave down

Move to program

Previous H Next




Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

- Options
Obfuscate
Print mapping |N:\cipressosjsu1[382BBEtmcneckLimitationDbfuscated‘l.mapping

ProGuard

Input/Qutput

Sk [ Apply mapping |

Obfuscation [] obfuscation dictionary

Optimization [] Class obfuscation dictionary |

Information [] Package obfuscation dictionary

[ ] Overload aggressively
Process
[] Use unigue class member names

ReTrace -
Use mixed-case class names

[] Keep package names |

[] Flatten package hierarchy |

[] Repackage classes |

[ ] Keep attributes [nature Depre cated,SourceFile LineNumberTable LocalVariable*Table, *Annatation* Synthetic,EnclosingMethad|

[ Keep parameter names

[] Rename SourceFile attribute |gourceFile
[] Adapt class strings |

[_] Adapt resource file names |“.properties
[] Adapt resource file contents |**.pr0perties,|'n1 ETA-INFIMANIFEST MF

- Keep names
Native method names  |*

[].class method names |*

- Keep additional class names and class member names

Add...

Edit...

Remove

Move up

Move down

Previous H Next




Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

ProGuard

Input/Qutput

Shrinking

Obfuscation

Optimization

Information

Process

ReTrace

- Processing console

ProGuard, version 5.2
Reading program jar [N \cipressosjsulCS266\janCheckLimitation jar]

Reading library jar [C\Program Files\avaijre7\libirt jar]

Preparing output jar [N \cipressosjsuCS266\janCheckLimitationObfus cated jar]

Copying resources from program jar [N\cipressosjsulCS266\janCheckLimitation jar]
Processing completed successfully

Previous ‘ ‘ View configuration ‘ ‘ Save configuration... ‘ ‘ Process!
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Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

File Classpath Browse Window Help

ERPIREl Sl I )

Bl N\cipressosjsu\CS266\jar\CheckLimitationObfuscated1jar!CheckLimitation.class
General Information Generic info:
. Constant Pool Attribute name index: oo _info £46
Interfaces Attribute length: 82
Fields
& [0]a Spedific info:
-# [1]b Bytecode | Exception table | Misc
. Methods
. [0] <init>
[1]a
# [0] StackMapTable
. [2] main
, [0] Code
- 4 [0] StackMapTable
- ) [3] =dinit=
# Attributes

0 aload 0

1 getfield #13 <Checklimitation.h>

4 invokevirtual E <javasutil fhrraylist. size-

7 getstatic #12 <Checklimitation.a>

10 if iemplt 23 (+13})

13 getstatic #14 <java/lang/Systen. out>

16 1de #2 <[Error] The maximum number of passwords has heen exceeded!>
18 invokevirtual ﬁ <javasio/Printicrean. printlne-
21 iconst 0

22 dreturn

23 aload 0

24 getfield #13 <Checklinitation.hb>

27 aload 1

28 invokevirtual & <javasutil fhrrayList, adds

31 pop

32 getstatic #14 <java/lang/Systen. out>

35 new #9 <java/lang/StringBuilder>

38 dup

39 1lde #3 <[Info] password (>

41 invokespecial #18 <java/lang/itringBuilder.<init>>
44 aload 1

45 invokevirtual #19 <java/lang/itringBuilder. appends
458 1lde #1 <) added successfully.>

S0 invokevirtual #19 <java/lang/itringBuilder. appends
53 invokevirtual #20 <java/lang/StringBuilder. tostring
56 invokevirtual ﬁ <javasio/Printicrean. printlne-
59 iconst 1

60 ireturn

W -1 T fn et R

L T T o T T B T o B o B T I I R R R R
[= TS - SO N U U S - I I U

Used instructions: |aload_0 Show Description Copy to dipboard
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Eliminating Symbolic Information

File Classpath Browse Window Help

ERPIREl Sl I )

Bl N\cipressosjsu\CS266\jar\CheckLimitationObfuscated1jar!CheckLimitation.class
General Information Generic info:
. Constant Pool Attribute name index: oo _info £46
Interfaces Attribute length: 168
Fields
® [0]a Spedific info:
& [1]b Bytecode | Exception table | Misc
. Methods
. [0] <init>
s [a
=~ |, [0] Code
# [0] StackMapTable
. [2] main
.
- 4 [0] StackMapTable
. [3] =dinit>
Attributes

new #4 <ChecklLimitatioms

dup

invokespecial #15 <Checklimitation.<init>>
astore 1

iconst 1

istore 2

iconst 0

istore 3

iload 3

aload 0

arraylength

if icmpye 106 (+91})

iload 2

ifeq 106 (+87)

aload 1

aload 0

iload 3

aaload

astore 5

dup

astore 4

getfield #13 <ChecklLimitation.b>
inrokerirtual E <jawa/util fArravylList. size>
getstatic #12 <Checklimitation. s>

if iemplt 55 (+15)

getstatic #14 <jawva/lang/Systen. out>

1dc #2 <[Error] The maximum number of passwords has been exceeded!>
inrokerirtual m <jawasio/Printitrean. println
iconst 0

goto 95 (+43})

21 aload 4

W -1 T fn et R

R N R T R e e e o e TR
[T B L e T A T U I I =)

Used instructions: | aaload Show Description Copy to dipboard




Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

1import java.util.Arraylist;
2public class CheckLimitation {
private static int a = 5;
private ArraylList b = new ArraylList();
private boolean a(String varl) {
if(this.b.size() == a) {
System.out.println("[Error] The maximum numk
return false;
I else {
this.b.add(varl);

LN f

oo~ o

[Ts]

System.out.println(“[Info] pa (" + varl + ") ad
return true;
1
I
1
J F—
K 5 public static void main(String[] var®)
i CheckLimitation varl = new CheckLimitation();
fernflower.jar 7 boolean var2 = true;
2 for{int var3 = 0; var3 = varf.length && var2; ++var3d) {
g9 String varb var@[var3];
3] boolean var i
P 1 if(varl.b.si == a) {
= System.out.println{“[Error] The maximum number of pa

[T

varleged = false;
T else {
varl.b.add(varh);
System.out.println("[Info] pa d (" + var5 + ")
varloeod = true;

CheckLimitationObfuscated? jar

F=

n

o

1
i)

[+« S

I
L
var2 = false;

(R

1
i

W
L
W
ras
o
L
W
£
o
L
W
£
W
L
W
ras
o
L
W
raa
=
b
3
b
=3
.
3
b
=
b
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https://reverseit.xyz/wp-content/uploads/2025/01/fernflower.zip
https://reverseit.xyz/wp-content/uploads/2025/01/CheckLimitationObfuscated1.zip
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Eliminating Symbolic Information

(£ SandMark 3.4.0 (Mystique) - B
File Help

Diff r‘.-’ie'.'.r rDecumpiIe |/Ouicl-< Protect r Static Birthmark r Dynamic Birthmark |
Home |/ Dynamic Watermark Static Watermark r Obfuscate r Optimize

Christian Collberg (collberg@ics arizona. edu)

SandMark is a tool to watermark, obfuscate, and tamper-proof Java class files.

ation number into the tuntime stinctures of a program.

d
)

sandmark340.zip

CheckLimitationObfuscated? jar

C:=~\Tempzandmark34@>SET JAUA_HOME="'C:“Program Files“Java“sjdki.?7.8_67"
e = Temnpssandmark3i4@>SET SANDMARK_HOME="C:“Temp“sandmark3i4d"

A
MR -\ Tenpsandnark34@>SET CLASSPATH=; "C:\Progran FilesJavasjdkl.?.8_67"\1lib\tools
Jar; "CisTemphsandmark348*™sandmark. jar

C:~\Temp~zandmark34@>"'C:“Program Files“Javasjdki.?.8_&7"~bhin“java —cp ; “Progra
m FilesJawvasjdkli.?.8_67""1lib~tools.jar;"C:\Temp zandnark3i4@*™candmark. jar sandm
i ark.gui.SandMarkFrame R OTeY ]



https://reverseit.xyz/wp-content/uploads/2025/01/SandMark340.zip
https://reverseit.xyz/wp-content/uploads/2025/01/CheckLimitationObfuscated1.zip

Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

File Help N
Diff | View | Decompile | Quick Protect |  Static Birthmark | Dynamic Birthmark | ™~ ,\
Home r Dynamic Watermark r Static Watermark Obfuscate

' /\ mgonthm ‘Stnng Encoder

Input File |N:CipressosjsulCS266ariCheckLimitationObfuscated1 jar u /\ ‘v” —— ‘

Output File |N:IcipressosjsuICS2661janCIleckLimitation{)biuscatedz.jar L_S "H Browse ‘

Obfuscate

e T e e R R

This obfuscator replaces strings by "encrypted’ versions.
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EREPIRE <X I )

Bl N\cipressosjsu\CS266\jar\CheckLimitationObfuscated2 jar!CheckLimitation.class

# General Information
- |, Constant Pool
# Interfaces
Fields
-# [0]a
-# [1b
. Methods
, [0] <imit=
[1]a
o) o |
- ) [2] main
. B, [0] Code
# [0] StadkMapTable
# [1] LocalvariableTable
- 1) [3] =dinit=
# Attributes

Generic info:
Attribute name index: o _info #45
Attribute length: 119

Spedific info:

Bytecode | Exception table | Misc

0 aload O

1 getfield #13 <Checklimitation.h>

4 invokevirtual & <jawasutil fArraylist. size
7 getstatic $#12 <Checklinitation.a-

10 if iemplt 26 (+16)

13 getstatic #14 <javaslang/Systen. out:

LI B B I S

18 invokestatic #112 <0bfuscator.Decodeltring-

21 invokevirtual ﬁ <javasio/Printicrean. printlne-

10 24 iconst D

11 25 ireturn

1z 26 aload O

1z 27 getfield #13 <Checklimitation.b>

14 30 aload 1

15 31 invokevirtual & <jawasutil fArraylist. add-

16 34 pop

17 35 getstatic #14 <jawvaslang/Systen. out>

12 38 new #9 <jawva/lang/StringBuilders

12 41 dup

20 42 lde $74 <«lI"08S0EEERO0E OflE 8l &>

z1 44 inrvokestatic #112 <0Obfuscator.Decodedtrings-

zz 47 inrvokespecial #18 <javaslang/StringBuilder.<init>>
zz 50 aload 1

z4 51 invokevirtual #19 <javaslang/3tringBuilder. append-
25 54 lde #70 <1«1|OF0RTENR00E ol s 2 2 ERngs:

ze 56 inrvokestatic #112 <Obfuscator.Decodedtrings-

z7 59 inrvokevirtual #19 <javaslang/StringBuilder. append-
zg 62 inrvokevirtual #20 <javas/lang/ItringBuilder. toString-
z9 55 invokevirtual ﬁ <javasio/Printicrean. printlne-

20 68 iconst 1

2l 69 ireturn

)

16 lde #72 <«l«I"DE0EE-HBO00E 05 %5 A #H0SH0 SIR0RE T E Y 00 &8 00 e F s R E R U m

Used instructions: |aload_0 Show Description

Copy to dipboard
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Applying Anti-Reversing Techniques to Java Bytecode
Eliminating Symbolic Information

import java.io.PrintStream;
import java.util.ArraylList;

public class CI kLimitation
public ()

b
1
¥
private bool
.

L
ntln
- | =y

=
[Tl L Y, I TV S R

{(Obfuscator
uFF9ENUZAS

return false;

.out.println{{new S5tringBuilder(
.append(0Obfuscator.Decode5tring
return true;

1
I
b }- . . . . . . — .
4 public static wvoid main(5tring arg@[]) {
} = ChecklLimitation ch kKlimitation = new ChecklLimitation() ;
- g boolean flag = tr
Jad.zip 21 for{(int i = 8; i arg®.length && flag; i++) {
22 i = ar )
23 <Limitation checklimitationl = checklimitation;
24 cklimitation.b.size() a)
25 println(0Obfuscator String/(
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cklimitationl.b.add(s):;
System.out.println({new StringBuilder{0Obfus
append ( ppend{0Obfuscator.DecodeString("
toString| ;
if({true

continue;
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private static int a
private ArraylList b;
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program

o One of the most popular, and fragile, techniques for preventing decompilation
involves the use of opaque predicates:

By introducing false ambiguities into the control flow of a program we may
trick a decompiler into traversing garbage bytes that are masquerading as
logic contained in an else clause.

if(1==1)andif (1 == 2 ) are opaque predicates because the first
always evaluates to true, and the second always to false.

o “Branches that appear to be conditional but are really not.” [5]

The key to preventing decompilation with opaque predicates is to insert
invalid instructions in the else branch of an always-true predicate or the
if-body of an always false predicate.
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program - Opague Predicates

Since the invalid instructions will never be reached during normal operation
of the program there is no impact on the program's operation.

A naive decompiler will evaluate both possibilities of an opaque predicate
and fail on attempting to decompile the invalid, unreachable “instructions”.

Opagque Predicate Template

doork(; ——F doWork);

lelse

{
M garbage bytes

S : 27



Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program — Java Bytecode Verifier

o Unfortunately, opaque predicates, often used in protecting machine code from
disassembly, cannot be used with Java bytecode because of the presence of the
Java Bytecode Verifier in the JVM.

The JVM verifies bytecode before execution via single-pass static analysis.

Therefore invalid instructions/garbage bytes are likely to be caught.

o [31] documents the following checks made by the Java Bytecode Verifier:

Type correctness: arguments of an instruction, whether on the stack or in
registers, should always be of the type expected by the instruction.

No stack overflow or underflow: instructions which remove items from the
stack should not do so when the stack is empty. Also, instructions should
not attempt to push items on the stack when the stack is full.
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program — Java Bytecode Verifier

Register initialization: Within a single method any use of a register must
come after the initialization of that register. That is, there should be at least
one store operation to that register before a load operation on that register.

Object initialization: Creation of object instances must always be followed
by a call to one of the possible initialization (constructor) methods for that

object before it can be used.

Access control: Method calls, field accesses, and class references must
always adhere to the Java visibility policies for that method, field, or
reference (e.qg., private, protected, public).

o Recall that bytecode targeted to run on a JVM may have been generated by
something other than the accompanying Java compiler (even dynamically).

This actuality highlights the need for bytecode verification.
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program - Opaque Predicates

o Opaque predicates do remain viable for machine code, though there is some
evidence that good disassemblers, such as IDA Pro, do check for rudimentary
opaque predicates [5].

o SandMark's creators claim that the presence of opaque predicates in bytecode,
without garbage bytes of course, makes decompilation more difficult.

o SandMark implements several different algorithms for sprinkling opaque
predicates throughout bytecode.

For example, the opaque branch insertion obfuscation claims to “insert

jumps into a method via opaque predicates so that the control flow graph is
irreducible. This inhibits decompilation.”
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program - Opaque Predicates

File Help /\
View r Drecompile r Quick Protect r Static Birthmark r Dynamic Birthmark | \V /
Home |/ Dynamic Watermark r Static Watermark r Obfuscate Optimize

: ALQW |Dpaque Branch Insertion
Y '

ya
Input File |H:1cipressosjsulCstsljanCheckLimitationObfuscatedz.jarLA‘\/>|"| | Browse |

¢
1]

Qutput File |H:'u::ipressosjsuICS266'l.jar1.checkLimitationOhfuscatedB.jar Browse |

Methods |[Allr-.-1eth0ds] | | Select Methods |

Ratio [1.0 |

T e e T e T e e T e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e T e e e T e T e T T T T

COpaque Branch Insertion inserts an empty if block before a configurable fraction of the instructions in a method. The
inserted test is opaquely false because the opaque predicate library is used.
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Applying Anti-Reversing Techniques to Java Bytecode
Obfuscating The Program - Opaque Predicates

File Edit Format View Help
public static void main(String argoe[])
{

CheckLimitation checklimitation;

int i;

boolean flag = false;

checklimitation = new CheckLimitation();
i=1;
false;

i int k;
» k=1 -1;
Jad.zip - 1 T
k =1 * k;
k %= 2; n
. _ h:\cipressosjsu\Cs266\jar>jar -xvf CheckLimitationObfuscated3.jar
&, if((((long)k = (lonf infiated: META-INF/MANIFEST.MF
= k++: 1n;}ateg: CEgckLimitat%on.c1ass
CheckLimitationObfuscated3. jar int A ? intlated: ObTuscator.class
1n Js n:\cipressosjsu\CS266\jar>jad -v CheckLimitation.class

2’ Method <init>

Method a

Method main

Couldn't fully decompile method main
Method <clinit>

Parsing CheckLimitation.class... Geierating CheckLimitation.jad

Js
arge.length;
int 1 =1 - 1;

n:\cipressosjsuM\Cs266\jar>notepad CheckLimitation.jad

n:\cipressosjsu\CS266\jar>_

<
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